‘E THE INTERNET

Protecting
Yourself
Online




Cyner Responsibility

- How do you use the Net?
- Do you tell stories about others?

- Do you laugh at others online?




Cyber Bullying

« Use of the Internet to threaten and

harass someone

Telling lies, posting pictures,
stealing passwords

« Can be very hurtful and harmful




How: Do Y OU Stop Bullying?

- Don’t respond to It

- Don’t pass it on

- Don’t encourage others to do it
«+ Stand together against it

« Report it




EFocus on Protecting These:

« Name
- |ldentity
- Reputation




ieen Social Networking Sites

i myspace

a place for friends




Who’s Looking At YOU ?

« Parents

+ Teachers — Principals

+ People you don’t like or don’t like you
« Strangers

« Online Predators

IF IT IS ONLINE — IT'S NOT PRIVATE




| Blog | Favorites | Group | Events | Videos

"i AM the scenfil
Female

15 years old
Dallas, Texas
USA

August 14, 199

Last Login
10/28/200

w2 SendMessage ¢ Forward to Friend
o3 AddtoFriends # Addto Favorites

[ View more ]

J¥ Instant Message % Block User I-candy's blurbs
i AddoGoup 4 Renk User i CaN bE rEaLLY, rfEALLy sHY ... bUT MoStLy I'm NOT, i rfEALLy miSh aLL m NDS eVeN
Vid ThO i LIKE to MEET loTs of New PEopLE. .. iAM jUst trYiN 1O LIVE LiFE tO tHE fULLes DAY.
eo i hAVE a New bAbeE BrO cause mA pArenTs r fReaKs bUt that's oTay Callse bAbeE sHaNe Iz
cUtEeeE
CANDICE

Cheer queen (JV)

Annoying (never)

Neurotic (always) Naughty (sometimes ;p)
Dances (wild)

Impressive (at parties)

Cinderella (obviously)

E dgy (always)

Who I'd like to meet

Noone.
| hate u all. Jk ;p | LOVE u alll!
ADD MEE!

I-candy's Friendspace

I-candy's has 567 friends [ View All}

G o e ] 2.

[ View All )
)

I-cr.mdy s interests *Lizzie* Single. me.out Play ‘central Ame<3 Jeff Temn Trinidad CDUB
* General: Cheerleading, boys,

fashion, ic, 3

Heach oy, -candy's fiiends comments

FRIENDSSSS,

and food Ame <3 Jeft

=1 10/25/2006 7:23 PM

git bak at me 2nite so we can talk! Wut arr u wearin fo this friday!
Jeffs picking me up at 7 so well meet u at the galleria...

* Music.  Anything that makes
me wanna shake ma
SexXxy backKk!!!

* Movies: Everything but horror

* Herces: ME!
10/19/2006 1:03 PM
I-cundy s details Thy 4 the add!l Wheres party at? = _ ome?
Single
Friends
Straight
D-town 10/19/2006 12:06 PM

5'2"/ more to love
Latino/Hispanic

Hey pretty....my bday is in 7 days.
1 will ¢ u at my house party. ub my present. ;p

NIA
Leo
Yes / Yes
Someday 10/15/2006 11:26 PM
High school Hey cuzzz No more revealing pics. No talk of kissing boys.
patiol iMma HuStlA And take ur personal info off (ur high school)
bAbEe!!! so | don't have to chase down crazy peeps.
Other than that. I'm fine.
I-candy’s schools How r u? sorry for being MIA,
Monte Vista HS

[ View All | Add Comment ]

\ Q ®
EUS NASLE
About | FAQ | Terms | Privacy | Safety Tips | Contact

Dallas, Texas
Graduated: N/A

Soclal Netwerking
Profile

he Image you
choose

will also show up
when you post to
another site



“i AM the scene”
Female

15 years old
Dallas, Texas
USA

August 14, 1992

Last Login:
10/28/2006

72 Send Message ¢ Forward to Friend

5 AddtoFriends # Add to Favorites
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You Can’t Take It Back

- Be careful with pictures of you and others
- What'’s on the Internet may be there forever
- Don’t share your password

- You can be suspended or prosecuted for
using the Internet to threaten or harass

Once It's on the Internet

YOU DON'T OWN IT ANYMORE
T




Online Relationships

« Strangers online are STRANGERS
+ Online gaming can be dangerous too

« Time does not equal friendship

« Never meet In real life with someone

you “MET” online




Warning Signs

If someone tries to:

- Isolate you from friends

- Turn you against your family

- Make you keep everything a secret
- Send Inappropriate material

- Threaten you




Internet Safety Tips

- Talk to a trusted adult If you are
uncomfortable

- Don’t respond to rude messages

+ Protect your personal information
while gaming

- Protect your password



=

HAVE FUN ONLINE
BE CAREFUL & SMART

PROTECT YOUR

NAME, IDENTITY" &
REPUTATION
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